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Marlene H. Dortch, Commission Secretary
Office of the Secretary

Federal Communications Commission

445 12" Street, SW

Washington, DC 20554

Re:  Annual 64.2009(e) CPNI Certification
NECC Telecom, Inc.
Form 499 Filer ID: 823170
EB Docket No. 06-36

Pear Ms. Dortch:

Pursuant to 47 C.F.R. § 64.2009(e), NECC Telecom, Inc. hereby submits its
Annual 64.2009(e) CPNI Certification.

If you have any questions or if I may provide you with additional information,
please contact me at the above address, e-mail or telephone number. Thank you for your

attention to this matter.

Respectfully submitted,

Lance J.M. Steinhart
Attorney for
NECC Telecom, Inc.

Enclosures
cc: Lucia Popa
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Federal Communications Commission
Page Two

Amnusl 47 C.ER. § 64.2009(¢) CPNI Certification
EB Docket 06-36

I, Danicl Popa, President of NECC Telecom, Inc., certify that I am an officer of the
company named above, and acting as an agent of the company, that I have personal
knowledge that the company has established operating procedures that are adequate to
ensure compliance with the Commission’s CPNI rules. See 47 C.ER § 64.2001 et seq.

Attached to this certification as Exhibit “A* is an accompanying statement ‘cxplaining
how NECC Telecom, Ine.’s procedures ensure that the company is in compliance with
the requirements set forth in Section 64.2001 ef seq. of the Commission’s rulcs.

FCC Annunt Filing
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Federal Communications Commission
Page Three

Annual 47 C.F.R, § 64.2009(e} CPNI Certification
EB Docket 06-36

NECC Telecom, Inc, has not iaken any actions (proceedings instituted or petitions
filed by a company at cither state commissions, the court system, or at the Commission
against data brokers) against data brokers in the past year, Companies must report on any
information that they have with respect to the processes pretexters are using to attempt to
access CPNI, and what steps companies ate taking to protect CPNL

NECC Telecom, Ine. has not reccived any customer complaints in the past year
concerning the unanthorized release of CPNI (number of customer complaints 2 company
has received related to unauthorized access to CPNY, or unauthorized disclosure of CPNI,
broken down by category or complaint, e.g., instances of improper access by employecs,
instances of improper disclosure to individuals not authorized to receive the information,
or instances of improper access to online information by individuals not authorized to
view the information).

Signed

anjél P@'éﬂ, President

Fou annual sFiling



Annual 47 C.F.R. § 64.2009(¢) CPNI Certification
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Exhibit A

NECC Telecom, Inc.

Compliance Requirements



NECC TELECOM, INC.
1607 Big Beaver Road, Ste 250
Troy, M| 48083

Exhibit A

Compliance Requirements

NECC Tetecom, Inc. ("Company”) maintains the following opatating procadures o ensute compliance with the

reduirernents set forth i Seclion 4,200 ef saq. of the Commission's rules,

Sectlon 12008 Ust of qustwimer proprictary Retworls information without customer
approvak

{2} Aty telecommmnications carcior may use, disslose, arpermitaécess o CPITL for the purpose of
providing or matketing service offiriogs among the catepories oF servite (Lo, Totad, iuteroxchange, ad
CMES) to which the customer diready sebseribes from the same cartier, wihont customer approval.

(¥} ¥ e telecommunicntions cmsier provides diffivent catsgories of service, and o customer
subsorbes to move fhan one category of servive offered by the cartlor, the catrier 45 purmitted o shere
CPRE among the opier’ s afiilisted entifies that provide a servios offiaing to fhe cusiones.

(2) I e televomimuuications omier provides different cafepories of servive, ut 2 customer does
not subsortbe 0 mors thm one offtring by the catrier, the carrier I not permitied o share CPMT with its
aifilfates, exuept as provided in §64.2007(5),

(b & teleconmmunioations carrier by not use, disclose, or parmit avseys to CENE to madket o o
customer sepvies wiferings thet ave within & cotegory of sesvies to whick the subsoriber does wot alreedy
snbserlbe fFom that cwrrier, valess that cander hus custopmer approval to do go, except a5 dascribed In
peragraph{e) of thls seefion., .

(1) Aowiroless provider nry uss, gizoloss, or permitacoess to CEMI desived from Ity provision of
CMES, without custormer spproval, fir the provision of OFE and fuformation sexvice(s). A wireiing currlor
may use, distlose or permit acouss o CPM derived Som ifs provision of Jook! exchange servico.or
Intereschempe sexvice, without eustomer approval, for e provision of OFE and ool answerdng, volite meil
or wiessaging, voice dorege and retrieval sexvices, Sax siore wnd forward, and protoco] conversion.

(2} A telecommumicutions earrder may net use, disclose, or pormis accese o CFNI to identify or
srack custorhers that chl co g servioe providers. For exatapl, 2 lovad exchenge varior may wot vee
Yool servise CPIE fo tack o)l customers that cull Tooal sorvice competitors.

(¢} A telosomumutcations carsler may wee, disolose, or permit accoss to CPNY, without custorser
epproval, as desexibed i this paragraph (5.

(1) A selecomimpaications coxrier may ust, discloss, or penmit anvess to CPNL, withont customer
approval, In ity provision of inside wiring Insteliation, maintenance, and repalr servives.

{2y CNIRS providess may use, discloss, or perrait access to CPRY for fhe purpose of conducting
rasenreh on the health effeols of CMRS,



(3} LECs, CMRS providers, and interconnected VoIP providers may use CPNI, withount customer
approval, to markes services Tormerly kmown as adiunct-tn-besie servicss, suoh a5, but not lisited to, speed
dialing, computer-provided divectory assistance, call monitoting, call tracing, sall blocking, call returs,
repeat disking, oal] tracking, call wakting, caller 1.0, csil forwarding, end certuin Centrex. featases,

(@3 A teleconmunications carsfer muay vss, diselose, of permit acoess tn CPNI o protect the rights
or property of the carrier, or i profect users of thove services and sther oaviers Som fraudulent, sbusive, or

onlaw iy use of, o subscription 1o, such services,

The Company has adepted specific CPNE policles fo enstive ihaty in the absence of custoper approvil,
CENY is only used By flee Compuny fo provide or market service offerings among e categorics of
service (le, local, interexchenge, and CMBS) lo which fhe customer already subscribes.  The
Compeny's CPNY poticies prolithit fre sharing of CPNT with affilinted comparies, except af peruitted
wnler Rule 64.2005(g3(1) or with enstower approval prrssant fo Rule 64.2007(8). The only exceptions
ta these policles are as perviiied wnder 47 U.S.C. § 22203) avul Rurle 64,2005,

Seetion 64.2007 Approval reguired for use of cusiomer proprietary network information,

{z) A wlecommunications carrler may obtain approval Swough wiitten, oral or clectronic
methods,

(1) A telecommnmicatlons carvier relying on oral approval shall bear the burden of demonstrating
that such approval has been given in compliancs with the Commission's rules In this parnt.

(3 Approval or disapproval to use discluse, or pernit access to a customer’s CFNE obtataed by e
teleconumunicntions carvier must rerazin in effect wutil the customer revokes or Mmits sueh approval or
disapproval.

{2y A elecommunications camier must tmaintain reoods of approval, whether oral, written or
dlectronde, for at Jeast one year,

I all cirewmstances where cusiomer apyroval i reguired fo use, divclose or perinit access tv CPNI the
Company'’s CFNI policies reguive thys the Company oblatn customer approval through written, oral or
elecironic wmethods In cormptiance with Rale 64.2007, A custowet’s approval or disupproval remiging in
effect until the custoney revolies or Kmits He approvad or disapproval. The Company malwtuins records
af customer approval {wiether written, oral or electronic) for « wiinkmm of ons year.

by Use of Opt-Out e Opt-tn Approval Processes. A telecommupications carrfer may, subjoes
i optout approval o optda approval, use s customer’s individustly identifiable CPNI for the purpose of
marketing communications-related services to that customer, A telecommumications carsier may, subject to
opt-out approval or opt-in approval, disclode ifs oustomer’s individually idenfifizble CFNY, for the purpose
of marketing communlicetions-related services fo that custormer, 1o Its agents and its affilintes that provide
commumications-related services. A felecommuvications cartier may also permit such person or entities to
obtain access to such CPRY for such purposes. [xcept for use and disclosure of CENI that Is permitted
without sustomer approval under section §64.2005, or tat is desaribed in this paragraph, or a5 otherwise
provided in section 222 of the Communications Act of 1934, as amended, » telecommmpieations canier

may only vee, disclose, or permit 2coess 1o s customer’s Individually Kentifishle CPNT subjest to opt-in
approval

The Company does ot use CPNY for any pmpose {includltg morketing commmnisations-related
sarvices) and does not diselose or grant access to CPNE to anp party (including to agents or affifiates Hiat

provide comnmmications-reluted services), excopl ox permitied under 47 USLC, § 222¢8) ond Rule
642065,

Crarm



Siofion 64.2008 Noties reuired for use of custener proprietary network information,

(&  Nottfication, Generally. (1) Pior t any solicltation for customer approval, a
telecominunications carvier must provide potification to the customer of the chstomer®s right to restrict use
of, disclose of, and access to that onstomer™s CPNL

(3 A telecompmmnications cartier sust maintain teoords of nofilioation, whether oral, wiltten or

CIEEETORTG, T0F oF 6857 &vis Year

() ndividval nofice 1o cosomers must be provided when soliciting approval w use, disclose, or
permit access to custouers” CPNI.

{6} Content of Nosise. Customer notification must provide sefficient information to enable the
customer fo make an informed declision as to whether fo permit u carrler to uss, disclose, or penmit access
19, the enstomer’s CPNL

{1} The notification must stais that the customer hat a rtgm, and the catrler has a duty, under
federal law, to protect the confidatiality of CPXNL

(23 The notification must specify the typus of lnformation fhat constitute CFNI and the specific
entites fhat will rective the CPIY, descrlbe the purpoces for which CPNT will be used, and inform the
oustorer of s or her vight to divapprove those uses, and deny or withdraw pecess to cm at any time.

(3) The notification tomst advise the customer of fie precise stops the custorer nmist take i order
to grant ov deny access to CPNY, and must cleadly siate fiat 2 devdal of approvat will pot affect the
provision of any servicos o which ihe customer subseribes. However, cartors may provids a brief

statement, in 2 oledt and neutral langnage, descriling comsequences divectly resulting from the taok of
access to CENT.

%) The notification must be comprehensible and mast not be misleading.

{3y If wnltten notification is provided, the notice must be cleady lopible, use suffisiently large
&ypoe, and be placed in an arez 50 28 to be readily apparent to a customer.

(6) If eny portion of & notification Is trénsleied info another hngtwge, then =1l portions of the
notification must be wranstated into that Janguege.

(T} A carrier muy state In the sotification thet the customer's approval to use CPNE may enhanpe
the carrier’s ability to offer products and servioes tailored to the oustowmer’s peeds, A carrier also may state

in the notification that Wmay be compel]sdw diseloss CPNI 4 any person.upon affirmative wristen recuest
by the customet,

{8} A enrrier may not include in the notification any statement attempting to encourage 2 eustomer
to fieeze third-party aocess 1o CPNI.

(%) The nofification must stute thut any epprovel, or dewial of approval for the wse of CPNI
cutside of the service to which the cusfomer slveady subsortbes Sorn that carrier Is valid ml! the customer
affinmarively revokes or Bmits such approvel of denfal.

{10} A tlecommunications cerrier’s solicitation for ap;mval must be proximate to the
nofification of & enstomer's CPMY righis.

The Company's CEINI polivies require that customers be notified of thelr rights, avd the Compeny's
abligativns, with respect to CPNI prioy o any solicBation for customer approval. Al required customer
itotices (witether weitlen, ovak or electtonic comply with the reguiremends of Rule 64.2008, The



Company malnteing records of alf reqnired customar notices (whether written, oral or electronic} for ¢
minipan of one year.

{#) Nofice Requiremends Specific to Opt-Out, A telecommenications carvier momst provide
notificution to obialn opt-out approval through elestronle or witten methods, bob not by oml
communication (exeept as provided in patagranh () of this setion). The contents of any such sotification
mustcomply with the requiverents of paragraph (o) of this section.

{1} Corrlers mwist walt & 30-day minkounm perjed of tme after giving Gustomers notice and
opporiunity 1 opt-out before assuning customer approval 10 use, disclose, or pernsit access to CPNI. 4
carrler may, in #s discretion, provide for ¢ longer perlod.  Canrlers soust notify customers as o the
applicsble walting perfod for 4 response before approval is assumed.

{f Tu the case of an efectronie form of notification, the vweitisg perlod shall begin to ran from te
date on which the notification was senty and

G o the case of notificetion by mail, the waiting peried shiell bepln % ron on the thivd day
oliowing the date fhat the notification was mailed.

{2y Carclers using the optout tethenism must provide notlees o thelr cnstotsers every two
yeais, '

(3} Tolecommunications cartlues that vse s-madl to provide opt-out notices must comply with the
fllowing requivements in addition fo fhe requivements generally appliceble to notification:

() Carriers must obiain express, verifinble, prior approvel from vonsemers to send notices via ¢
mail regarding their servios in general, or CENI in partiouiar;

(i) Carriets must allow vostomers to reply direclly to ewails containing CHNT notices In order to
opi-out

{ii) Optcut e-mail notlosy that are veturnsd 1o the carier a5 1ndslivesable nmst be sent to the
-custoraer in ancother fores before carrlers may consider the customer 1o have recelved notice;

{V) Carrlers that uss e-nail to send CPNI notices must enstee Tt the snbject line of the message
clearly and accurately identifies the subject matter ¢f the s-meall; and

() Telecommunications carriers must meke avallable to ¢very onstomer a raethod to opt-out that
iv of vo additionsl cost fo the customer and that s available 24 howrs & day, seven days a woek., Carrlers
niay satisfy this requirement through 2 combination of methods, s long #s afl customers have the ability to
opt-out af no cost and sxe abls to effectuate that choice whenever they choose,

The Company does not urresnly solicit "oyt out™ eustomer cpproval for Wee use or diselosure af CPNL
The Company does not use CPNY for ony purpose {including mubellng convunicutions-relased
servives) and does not disclose or gramt access fo CPNI fo quy party (ncluding 1o agents ov offillutes that

provige compunications-related services), except as perndited wader 47 U8.C. § 222 ond Rule
64,2005,

{e) Notice Reguirements Specific fo Optdn, A wiecommunications onrier may provide
notification to obials opi-in approval through oral, wiltien, or efectionic methods. The contents ofany such
natification must comply with the requirements of pearagraph (6) of this section,

Tire Compmiy does ot cureently solicit Topt in¥ customor approval fov ihe vse or disclasare of CPNL
The Company does not nse, disolose or gront wevess o CONI for axy purpose, tv any parly or in any
ntanper that would reguire a customer’s "opf " approvel under the Cormmnission’s CPNY Rules.

TR



. {fy Notice Reguirements Specific to One-Time U of CPRY. (1) Carrisrs may wuse oral notice fo
obtain limited, ons-time use of CPNI for inbowat ard owtbound cusfomer telephons contacts for the

duration-of the cull, regardioss of whether carrlers use opiout o optib approval based of the natire of the
contact.

(2 The covtents of any suoh notification must comply with ths requirements of parageagh (¢} of
this section, except thal wlecommuniontions sarriers fnpy omit any of fhe followlag notiee provisions if not

TCIOVANL 16 10 JIIled 06 FOF WAIGH thi CArties SeRRs WP NE

() Carriers need not advise customers that i they have opted-out previously, no sction is needed
to maintein the opt-out election;

(ily Carriers need not advise customters that they may share CPNI with fheir affiliates or thivd
parties and need not name those entiies, I the Hmited CPNT usage will not yesult I vse by, or dlsclosure
s, an affiliate or third party; :

(i Camlers need not disclose e monns by which 2 customer can deny or withdraw fitive aecess

e CPRY, so long 2s carriers explain to customers that the scope of the spproval the cersier secks Is Hmited
o ope-thine use; and

(7 Carriers may omit disclosurve of the precise siops a oustomer mnst take In obder 10 grant or

deny access o CPNI, as long a5 the carrler clearly communicates tht the customer can deny access to his
CPHI for the call,

Ire insdances where the Compray seeks one-time rustomer approvel for fre wse or disclosure of CPN,

the Company phtainy spch cpproval i acsordunce with tire disclostires, methods and reguirements
eontained in Rute 200800

Sw;!én 64,2009 Safeguards vequived for use of ceustomer proprietary aetwork information,

() Telecormunications carders must implement & system by whith the status of a customer's
AOFNI epprovel can be elearly establighed yaior to the use of CPMNI.

The Compuny’s billing systens allows avthorized compuuy persornel fo casily determine the sietns of «
custorer’s CPNI approval o he customoer account sorecn prior to the use or disclosare of CPNEL

(B) Telecormunications carclers must trafn thelr personnet as to when they are and are not
suthorlzed fo vse CPNI, snd cerriers must have an express dissiplinary process n place.

Tiwe Cormpary s estabilished CPNI complionce policies that Include employee frainiing on vestrictions
on the use and divclosare of CPNT and reguived sefeguards to protect wgainst unauthorized use or

disclosure of CPNL. Employees understand the CPNI policies and & vivlution of those policies will
resull in disciplinary action.

{&y All carrlers shall mainiain a yesord, elecironicatly or In some other manner, of fely own and
their affillates® saley and marketing campaigns thet use thelr customers” CEPNIL. AT! cortiers shall maintain a
record of all instances where CPMNI vy disclosed or provided o thivd patties, or whete thixd parties were
allowed access to CPMI. The record must include a deseription of each campaign, the speeific CPNI that

wag nsed In the campaign, and what produtts and services were offercd as a part of the campaign. Carriers .

shall retadn the record for 2 mindmum of one year.

The Company’s CENE pollcies require thiet off seles and markeling camptdgns including ihose ntilfigng
CPNI be recorded and kept on file for ot least one year, Records are olso muintained for disclosure or
necesy fo CPNE by thivd pariies. The records fnclade e required fnformatfon Heted in Rule 54.2000(0).



{&) Telecommunicetions carders must estzblish 2 supervisory veview process reparding camier
comphiancs with the rales in this subpatt for sub-bownd marketing situations and miaintadn records of carrier
compliance for 2 minkmum period of one year, Speoifivally, seles personnel must obtain supervisory
approvel of any proposed out-bound maketing request for customer spproval.

The Compusy’s CPNI policies require employecs to vlitain a}:'proval Jrom the Company’s CPNI

CommpBance Officer for all marketing canpeigns, incleding those CPNE, prios 1o privladne fhit

compaien, Record of the markeilng compaigns, along with he approprwa supervisory approval Is
matntained for af least one yeur,

{&} A telecommunioations carrier must have an officer, s an agent of the carrier, sign apd file
with the Commission a complisace certifione on an anove) basis, The officer must state In the certiffoation:
that he or she has personel knowledge that the compuny has esteblished operating procedures that are
adequate fo anstre compliance with the rules In fhis subpart. The certier moust pmvide a statement
accompanying e ceriificate eiplaining how its operating procetures ensure that i is or is not Id
compliznce with the rules In this sabpat. Tn addition, the oarrler ravst include m explanaﬁm of any
actions talen against date brokers and o summery of ail costomer compleints received in the past year
soncerning the unaihorized release of CPNI. This Mling roust be mede anmvally with the Bnforcement
Bateay on of before March 1 in BB Docket No, 06-36, for data perfaining fo the previous calendar year,

The reguived officer céﬂjkaﬁon, actiony teken cgalnst dale brokets and sumwwty of costomer
complaing docimerds are moluded with thiy accomponplng statemment.  Yhe Company will filz fhese
docawents on o anvmal basis on or before March 1 for duta pertiining to he previous cotendar yenr,

(B Carrfers must provide writter notice within five business days 1o the Coramission of any
instancs whexe the opt-out mechanisms do not work properiy, to such a degree that conwamers® inability to
opt-out is more than an senomaly,

{1) The notice shall be in the form of a letier, and shall include the carrier’s name, 2 deseription of
the opt-uut mechanism(s) need, the problems(s) experienced, the remedy proposed and when it will befwag
implornented, whethes the relevant siate commission(s) has been notified and whether # has takex any
acton, & copy of the notiee provided to customers, aud contact information.

{2} Such notice most be sobmitted even if the canier offers other methods by whivh consumers
may opt-out,

The Compary does not curtently solcl "apt out™ customer approvel for the use or disclosure of CPNL

Section 64.2010 Bafeguards on the diselosare of cusiomer proprictary network information,

{2y Swfepuarding CPNI Telecommunications carriers mnst tale yeasonable meamres to discover
and protect against attempts fo gein uneuthorlzed access to CPRYL  Televommuntcations carfers must

properly suthiepticate a customer prior to disclosing CFNI based on costomer-Initinted telophone contact,
online account 200655, oF ah in-stors visit,

The Compary’s CPNE polivies and employes training include reasoncble measnves to Wiscover and
protect agrinss qotivity thet is indivative of prefaxiing and employees are Insirneted o nofify the CPNY
Carpliahice Officer [f any such actlylly is suspected.

() Telephone access fo CPNL  Telecommunicetions carrlers may only disclose call detail
information. over the telephone, baged on customerdnitisted tlephove contact, I the oustomer first
provides the carrier with a password, s degeribed in paragraph (o) of this cection, that Is not prompted by
the catrjer asking for readily available biographice! information, or acotunt information, I the customer
does not provide a password the telecommunications carrler may only diselose cali detail information by
sending it to the sustomar’s addresg of vepord, or, by celling the customer at the tolephone nwmber of
racord, 1¥the customer Is able to provide call detell Information & the telecommunications carrler duting a
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customendaitiated call without the telecommunications carder’s ssistance, then the telecomgnunications
carrier is peymitted to discuss the call detall information provided by the custonter,

The Company’s CPNI policies ensere that ¢ custowmer is only eble o pecess call devail inforineiion over
the lelephone in one of the ways Hsted fn Rule 64.231{1&). If the customer conot vemember thelr
password, they are prowipied fo answer & securdy guestion. Neldher the pussword nor fhe secnriy
question are baxed on readily available Sograpkical ffprmation or account ifornadien, Custpmer

$ervice representaiives dre insirncied to authenticale castomers over the telephong in oll instancer excep?
it the case where the castomer provides the coll detell formation withowt the assistetice of the
Comparny.

(0} Online access to CPNL A toleconmmuniontions carrler must antbenticate a customer without
the use of readily svaileble biogiapiical Information, or aweount hformation, mlor to allowing the
cugtomer culine access fo CPNI relafed to 2 telecomyannivations servics account, Once authenticated, the
cugtomer mey oy obtain online aocess to CPNI reluted 16 2 telecommunioations ses'viee zocount thongh a

pessword, us described i pavageaph (6 of fhis seotion, thiat is not prompled by the carvler asking for readily

uvafieble biographical nformation, or account informatiion,

The Conmpany’s custorers have eceess to their acconnt online upon eriry of an access code which is not

linked to readily available account information,

(&) In-Store avcess to CPNL A telscommunications carzier may disclose CPNT to a castomer
whe, at a carler’s retail location, first presents 1o the tefecommunications oavrier or its agent & valid photo
15 masching the oustomer's seoount information,

The Compary does not have o retall locatios.

(&) Essblishment of a Password and Buchup Authertication Methods for Lost or Forgotten
FPosswords, To establish g password, & telecomounications caner must auibenticate the customer without
tho use of rerdily available biographicat inforuetion, or agoount information. Telecommpmmications cattiers
may create 2 backeny customer authentiestion method in the svent of a Jest or forgotien password, but such
back-np eustomer authentication method may not prompt the customer for readily available biographical
dnformatlon, or eccount inforpeation. I 2 customer cavmot provide the comset password of fhe correct

response for the baclkup customer anthentication method, the custorer must establish 2 new password a8
deseribed in this paragraph.

The Company's CPNE policies allow for a fow ways to eswblish a password, all of which ensure
compifarcs with the shove paragraph. Eueh method qlse allows the custower to establish «

Security question kit the event thut thep forget elr pussword, T 1o event does the Company wse readily
evalloble Bographival informarion er noooymt Inforsnation a8 & back-up guesfion or as a means o
establish a password or awfenticife the cusiomer,

{6y Notifieation of aveownt changes, Telecormunicstions caniers st notify customers
immediately whenever a password, ousfomer response to & bacleup means of anthentication for lost or
forgotien passwords, online acoount, or address of revord 18 croated or changed. This notification s net
veguived when the customer initiates service, including the selestion of a paseword at service Indiintion,
“This notification may bt through a cartder-tiginated voicemall or text msstage 1o the telephone numbey of

Tectrd, or by mail to the address of record, and must aot reveal the changed Wformation or be sen to the
new zecoant information,

The Compa:w ‘s billlng sysiem gencrates o votiffeation leiter when any of the flelds listed i Rule
G4,201008 is created or changed. The Company intmedintely malls ont the notificetion te the address of
vreoard (never @ new address) when reguired by Rule $4.20106). The vovtent of the noffloetion comples
Wil ehe reguérements of Rule 64205000,

e



(&) Business Customer Exemption. Telecommunications cariers may bind themselves
contrastually to authentication regimes other fan those destribed n this seotlon for services they provide
1o thelr business custorer that bave both a dedicated scovunt representative and a contract that specifically
addresses the cersiers” protection of CPNL

Tre Compeny does vot wiilive tre business oustomer exception af #his fme,

Beetion 642011 WNofifieation of customer proprietaxy network informuation scourity
breaches,

(2) A telecommunications carrder shall notify lew enforcement of a breach of Ts customers® CPNT
as provided in this section, The caner shell ot »otify s customers or disclose the breash publicly,
whether voluntasily or under state or Iocal law or thess rules, until i has completed the process of nofifying
law enforcernent porsuant fo puragraph ().

(b} As soon a8 practleable, and in no event Iter fhan seven {7) business' days, afler reasonable
determination of the breech, the telecommunisaticos cantier shell clesteonically notify the United States
Secret Service (USES) and the Fedora) Burean of Investigation (FBD drough a contxal reporting facility.
The Coramission will makstaln & Yink to the reporting foility st htty: Fvwe. So.cov/ebicont.

{1 Nofwithstanding suy sizte law to the confrary, the carier shell not notify onstomers or
digolose the breach to fhe'public patil 7 f)f husiness deys have passed afier notification o the USSSE and
the FBI except as provided in paragrapls (2) and {2),

{2y If the carvier believes that there jg an extraordinarily urgent neod to notify any class of afiBoted
eustomess soouer than, oferwise sliowed under pexagraph (1), i order to aveid immediate and ivoparble
hetun, it shalk so ndjcate in its notification and my proceed o Immediately notify its affected tustomers
only after consulfation with the relevant Invesiigating agency. 'The eavzier shall cooperate with the relovant
investipating agency’s request to minhize any adverse effects of such oustomer nothfioation.

(3 If the relevant lnvestigating agency determines that the public disclosurs or notics o
seustorsers would impede or compromise an ongolng or potential oriminal fnvestigation or natfonal secwrlty,
such agendy may direct the cartier not 1o so disvlose or nutlly for an Initial pediod of up to 30 days, Such
period may be extended by the agoncy as reasonable necessary in the judgment of the agensy. If such
divection s ghven, the apenoy shall nofify the cumjer when M appears that public disclosure or notice to
affacted customers will 0o lopger Impede or compromiss a eriminal investigation or nationsl seourity. The
ageucy shall provide in writhng its initial dircovion to the camier, any subseguent extension, and auy
notification thai notles will no loager impede or compromise & criminal investigation or national securify
and sach writinge shall be contemiporanoously logged on the same reporting facility that containg records of
notifications filed by cariers.

(&) Recordkesping. Al cartiors shall mainfain 2 resord, elacwonically or in some ofher manper, of
ity breaches disvovered, notification made to the USSS and the FBI pursuant to paragraph (b)), and
sotification made to customeys. The record must nclude, if available, dates of discovery and notification, &
dotailed description of Sys CPNI that wes the subject of the breach, and the circumstancey of the breach.
Carviers shall retain the vecord for s mirtmug of 2 years,

The ngpany has policies and procedires in place to enswre complinnes with Rule 64,2011, When it is
rensonably determined ot ¢ breach hes eocarred, the CENI Compliance OQfficer will notfy lnw
enforcement and is custorner in the required fireefrmnes, A record of Hize breach will be mulntained for
a minhawn of two yeers and will inclyde off informetion required by Rele 64.2011



